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of organizations have completely
re-thought their IT security to
accommodate new ways of working
brought about by the pandemic
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Finance, manufacturing and
healthcare industries in line of fire

of all attacks are

o, against these top
62 % three industries

Malware sees a
metamorphosis

Miners and Trojans replace spyware as

COVID-19 cybercriminal
opportunism intensifies

Cybercriminal groups and nation-state

T actors took advantage with attacks
related to COVID-19 vaccine and
associated supply chains

miners
proliferate

of all malware detected

41%

Remote work attracts more
web and application attacks

remote access: either web-application

@ More than 67% of all attacks were
(32%) or application specific (35%)

Privacy and protection
define our ‘new normal’

:‘—] Increasing obligations, restrictions
000 or limitations on the ability to transfer

| personal data to other countries







o AH?€E<8=4AB 3><8=0C43 02C8E8CH 84 C74 #833;4 OB

9</ 9 . 9F 6 0=3 5A820 # 0=3C74 <4A820B 1DC F4AAA 0C8EH
n g A 8= B8O &28M2 &

* %7?4=))" FOB C74 <>BC CBAC43 C427=>;>6H 8= C74
)><4 CA=3B F44 E8B81,4 >= 0 6;>10; 10B88 88240B8=6 =D<14AB >5 077,820C8>= <4A820B 1DC FOB =>&4 >= C74%? ;8BC8= &
B?428M2 0=3 F41 0??;820C8>= 0CC02:B O@82434C08;B 01>DC 7>BC8;4 02@8EB3CH

1H C74 64>6R782 040B 8= F7827 Gi14-22DAA =0;HB8=6 C74 3885-24B 8= C427=8@D4B¥=BQ0= ?AE83«
8=B867C87EF 7>BC8,;4 @A 02¢AB OACOBYC8=6
>/0=8I0C8>=B 8= 385% 64>0)¢782 #68>=B 0=3 2>D=CAS8c-

;1B@QAP=2=.221,20@

8=0=24 F78;4%? 8= 2H14AB42DA8SCH <OCDASTIA3A4BE B4A);; 8B BCS8;; 0<>=6 C74 <>BC 0€B23DBCA84B

#>BC 2>=24A=8=6 8B C70C 740M4MEBA0=D502CDA8=a#0

OGO o <OCDASCH BETABA D10 BEre era 607 €
A@DBA<0CDASCH 70B B44=0 J0C 0 C8<4 F74=0CC02B > - 5 Z: - :

inance .
0608=BC C74B4 8=3DBCAB43-Ca=B8M43 . . , . 7 .

Business and professional services 1.31 1.54 1.79

Education 1.21 102 ¥ 1.04
86DA B7>FB 2><?0A8B>=B 14CF44= 0=3 L B anufactring 145 1 4 ST
14=27<0A: B2>A8=6 DB8=6'tB H14AB42DASCH 3B8B>A |\ incare 103 12 1 o

2>=BD;C8=6 B&24 *74 B2>A 8B 10B43>=0 B20;4
F7827 34M=4B C74 <OCDASCH >5C7816@81-B42DASCH

?56/0< 8= B&AMA; 0M0B FBC7 0 78674A =D<14A 8=3820Ct¢
<>A4 <OCDA ?A46M8< 64B2  ><?0A8B>=B 14CF44= 0=3 L B 14=27<0A: H14AB42DASCH 3H8B2A#B



".AB?6AF 29@ 12J;21 6; A52 F/2?@20B?6AF 1C&@<?

Initial Managed Optimized

Maturity Scale

1.00-1.99 4.00-4.99 5.00-5.99

.@296;2 @022@<40BDAI3 0608=BC C746A810C8:1B-2DAlA(

No process Ad-hoc and Some basic Formally Formal Mature and
<0CDASCHHEIQOA4:H A<08=43 F8C78= C74 BO4+6a4 0B C7- Process costs informal templates or documented integrated automated
2 MES>DBAAA checklists exist  processes are workflows workflows
’ consistent

No metrics exist ~ Ad-hoc reporting | Basic metrics, Formally Advanced Fully
6;.:02 2>=C8=D4BB7>F C74 78674BC 14=27<0A: BR5AA Metrics informal documented metrics and automated

reporting metrics, manual = semi-automated reporting
C74 CB2>=B42DCBHI0A reporting reporting
Tools No technology Planning Basic Functionality Integrated Integrated
)<0.. 342A40B4B 8= 10B4:8=4 BIE-/84'H ABD:CSA control exists underway functionality implemented logging, manual  platform,
" ’ ik ’ implemented and alignedto | correlation automated
270::4=64B 8= ?A8>A8C8I0C8>= F7827 ?>C42CRRB:H 055 with only policies correlation
0;;>20C8>= >53%D24B 0=3 383:C 0;;>F C746948I0C8#E: jfpmagﬁ}gés
?2/68< C <0CDA *78B 8B D=4G"?42C43 8= 740 7Z8A
8=3DBRBA0243 270;;4=64B 844?8=6 D? F8C7 EMD2CDA
8BBD4B 3DA8=6 C74 ?0=34<82 64B2 #0OCDASCH4B OB 34M=43 8= C74 H14AB42DASCHH3ESB>A
".;B3.0AB?6;4 >/A0=8I0C8>=B 4G?4A84=24343 GI®A *74 <OCDAS8CH >5 B42DAS+BAB= C74 1DB8=4BB 0=33?BB8>=0; BE324B 8=3DBCA

342;8=4 8= BB\ <>BC ;4;H 3D4X270=64B 8= C74 >P8=t 8=240B43 5>A 0 CIB8R0A 8= Kk <?A>E4<4=CB 3DA8=6 O0A ;84;H AN42C8E5 C74
4=E8A<4=C £>;DC8>=>50CC02:B 0=310GM 8=2;8=0C8> 8=3DBHRB\018;8CH2E=C8=D4 <0=068=6 ?A8>A8C84B QF3>=B 8=BEBC<4=CB 8= 1>CD84dat
14=27<0A: C748/M;; 2H14AB42DASCH “2>BCDA 0=3 8<?;4<4=C0C8>=B 8B7A>=B4X %,



".AB?6AF 929 4.=

86DA 8;,DB0B4B C74 60? 14CF44= C74280A0=3 34B8ABCOC4 >5H4); 8=3DBCA84B =3DBCAS84B B42;:888 C74 60? <DBC <08=C08= 0 2>=BC0=C 5:
G>;B 462DC8BD??>8 0=3 C74 <OCDAS8CH >5 D=34A:R28884B >FAKAHAS8>DB 5628 BD27 0B 2>BC 2><7?;80=24 0=3 818t 8;8CH4H>R24B 20=
ABD;C 8= 8=3DBCA84B ="KB86@ 13448A 34BBA0;B %DABA0AR7 5>D=3 0 60?7 14CF44=6@3=8I0C8>=BL 242C8>= >5 C748A 2H14AB42DASLCEF3EBLIBA
02CDO; B2&A

-78;4 C74 ABD;CB >5 CZB40A7 8=3820C436048I0C8>=B 1483 C748A 2H14AB42DA8CH 0=BUBIS >5 >B80=8I0C8>=B 1483 C748A ?>BLER\
>?C8<813 0=3 %B 14,8443 C748A 2H14AB42DASCH #OBUBA74AC C74 @4A64 >5 0;;, 8=8C80; H14AB42DASCHH B2888 408 8=3820C8=6
>/60=810C8>=B 40=>C 7B} 0 CAD4 D=34ABC0=38=6 >5 £7BBCH C748A B42DABEKBA

Technology 1.64 1.75 3.39 (.?42AC@ 4<.9 @A.A2
Financial services 1.84 1.62 3.46 *74 C0B4C BC0OC4 3>4B:424BBOA8;H 8=3820@HDE74-
Retal . e »88 34M=43 H C74 $8=810C8>=B 8= 4027 8=3DBCA
Healthcare 1.02 2.04 s0s | curentste *H?820;;82C8E2><?;80=24 F8C7 <#BCA8=64=C
Business and professional services 1.79 1.48 3.27 "o A6D;0C8>=B 0=3 C74 <BC8B=>C/AC42C <4A
Education B o 2.7 B4=B8@8HD1;82 >A 2;84=C 8=5>A<0C8>= 20=74,?
. 4=2>Dp64 >/0=810C8>=B BCABE>A 0 78674A
Energy and utilities 1.54 1.48 3.02
. o <0CDA8CH 6>0; 2><<8C<4=(MC8674A 6>0; F8C7
Media and communication 1.42 .8 3.22
i 4G12DCBBCMH7>;34A BD??&A20= ;403 382C;HC
Travel and transportation 1.29 2.29 3.58

8<?/AE43 ?A8>A8C8I0C8>= >5 B42DASCBI B=8C80CS8E
14CC4A >DC2><4B

64B2 DAA=C 0=3 COAC <OCDABEH4;B0=3 C74 60? 14CF44= C74H BA2¢tA




& Protecting cloud services
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Securing data and applications

Secure by design

Data privacy and GRC
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Industry and percent of attacks in the Americas Percent of attack types for industry

Reconnaissance — 29%
Application-specific — 19%
Brute-force — 18%
Application-specific — 38%
Web-application — 32%
Reconnaissance — 17%
Web-application — 76%
Application-specific — 14%
Brute-force — 7%

Business and professional services — 26%

Finance — 22%

Hospitality, leisure and entertainment — 18%
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OpenSSL | 14%
Adobe Digital 1%
Squid ' 10%
ThinkPHP ' 9%
WordPress 7%
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